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Hours ILOS Unit/modulor topic title Teaching Assessment
week method Method
1 1 Symmetric Ciphers model:

plaintext, encryption
algorithm, secret key,
cihper text,
decryption algorithm, A
Model of conventional
encryption.
Cryptography,
Cryptanalysis, block and
stream cipher
2 ) Caeser Cipher The
affine
Cipher
3-4 4 Mono alphabetic
substitution ciphers Shift
ciphers
5 Hill cipher
6 ) Playfair cipher
7 2 Polyalphabetic ciphers
Vigenere cipher
8 The Transposition cipher
9 Affine cipher
10 One time pad
11 2 Cryptanalysis of a
Symmetric
key
12 Euclid’s Algorithm
13 2 SYMMETRIC-KEY

ALGORITHMS

-DES—The Data
Encryption Standard,
hers

- 16 round Feistel system
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14

PUBLIC-KEY
ALGORITHMS, -RSA,

- Other Public-Key
Algorithms

15

AUTHENTICATION

PROTOCOLS,
-Authentication Based
on a Shared Secret
Key,

-Establishing a Shared
Key: The Diffie -Hellman
Key Exchange, -
Authentication Using a
Key

Distribution Center,

-Authentication Using
Kerberos, -
Authentication Using
Public- Key
Cryptography OSI
security Architecture ,
a model for network
security EMAIL
SECURITY

-PGP—Pretty Good

Privacy,
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PDF
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Single
payment
model.
Uniform
payment
model.
Gradient
payment
model.
Decision
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single and
multiple
alternatives:
Present
worth,
annual
worth, future
worth,
annual rate of
return
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o Leland T. Blank, Anthony J. Tarquin
“Engineering Economy” 7th edition,
McGraw-Hill International Edition, 2012.

o William G. Sullivan, Elin M. Wicks
and James T. Luxhoj “Engineering
Economy” 14th edition, Prentice Hall, 2009
° Chan S. Park, “Fundamentals of
Engineering  Economy” 2nd edition,
Prentice Hall, 2009

o Joseph C. Hartman, “Engineering
Economy and the Decision Making
Process” Prentice Hall, 2007

o N. M. Fraser and E. M. Jewkes,
Engineering Economics: Financial Decision
Making for Engineers, 5th edition, Pearson,
Toronto, Ontario, 2013

o D. G. Newnan, J. Whittaker, T. G.
Eschenbach and J. P. Lavelle, Engineering
Economic Analysis, 3rd edition, Don Mills,
Toronto, Ontario, 2014.

° J. A. White, K. E. Case and D. B.
Pratt, Principles of Engineering Economic
Analysis, 5th edition, Hoboken, NJ, USA,
2010.
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